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Abstract

In this paper, we model embedded system design and optimization, considering component redundancy and uncertainty in the
component reliability estimates. The systems being studied consist of software embedded in associated hardware components. Very
often, component reliability values are not known exactly. Therefore, for reliability analysis studies and system optimization, it is
meaningful to consider component reliability estimates as random variables with associated estimation uncertainty. In this new research,
the system design process is formulated as a multiple-objective optimization problem to maximize an estimate of system reliability, and
also, to minimize the variance of the reliability estimate. The two objectives are combined by penalizing the variance for prospective
solutions. The two most common fault-tolerant embedded system architectures, N-Version Programming and Recovery Block, are
considered as strategies to improve system reliability by providing system redundancy. Four distinct models are presented to demonstrate
the proposed optimization techniques with or without redundancy. For many design problems, multiple functionally equivalent software
versions have failure correlation even if they have been independently developed. The failure correlation may result from faults in the
software specification, faults from a voting algorithm, and/or related faults from any two software versions. Our approach considers this
correlation in formulating practical optimization models. Genetic algorithms with a dynamic penalty function are applied in solving this
optimization problem, and reasonable and interesting results are obtained and discussed.
© 2006 Elsevier Ltd. All rights reserved.
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1. Introduction This is undesirable because system designers and users
seek an optimal design with high-predicted reliability, but
also one with low-estimation uncertainty.

There is existing research [1-6] on system reliability

Determination of a recommended system design archi-
tecture involves the selection of available software and

hardware components with the goal of maximizing system
reliability, given constraints on the system. In the
determination of optimal system designs, component
reliability is not known exactly but must be estimated with
some uncertainty. If the selected components have very
high-reliability estimation uncertainty, then this can result
in a system design which also has very high, and perhaps
unacceptable, system reliability estimation uncertainty.
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optimization considering component reliability/failure rate
uncertainty. Rekab [1] considers reliability estimation
uncertainty of a series system assuming all components in
the system function s-independently, and the system is not
fault-tolerant. The assumption of independent component
failures has been used in many published research.
However, there is evidence showing that such assumption
is not realistic [7,8]. Rubinstein et al. [2] consider a
redundancy allocation problem with uncertain component
reliability, by maximizing the expected value of system
reliability using genetic algorithms (GAs). Their approach,
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considering only the expected values of reliability, is not
sufficient for many decision makers because it ignores
undesirable high uncertainty or risk associated with
reliability estimation. In practice, system designers and
users desire a designed system with a high-reliability
estimate, associated with low-estimated variability. Coit
et al. [3-5] solve the problem by considering variance of
system reliability estimates in addition to the expected
system reliability value. Zafiropoulos et al. [6] perform
reliability and cost optimization of an electronic system but
does not consider failure dependencies.

There has also been published research [9-15] consider-
ing failure dependencies in the system design and optimiza-
tion. Unlike these results, the models presented in this
paper consider both component reliability estimation
uncertainty and redundancy with heterogeneous software
components, hardware components, and failure dependen-
cies in multiple software versions.

The new models combine the approach of considering
both the system reliability estimate and its variance, with
the embedded system optimization approach. This is an
extension of work from Wattanapongsakorn and Levitan
[16] where component reliability is known with certainty.
This results in practical reliability optimization models for
the design of fault-tolerant embedded systems.

An embedded system consists of both hardware and
software components where software components are
embedded in (and running on) hardware components.
To make it fault-tolerant, redundancy techniques can be
applied to obtain fault-tolerant architectures. In this paper,
N-Version Programming (NVP) architectures and Recovery
Block (RB) architectures are considered. The detailed
description of these architectures is discussed in Section 2.
The fault-tolerant systems are capable of tolerating software
faults and/or hardware faults. For many systems, it is known
that the majority of system failures are related to software
faults. Therefore, optimal design of software fault-tolerance is
often more critical than hardware fault-tolerance optimiza-
tion. The fault-tolerant embedded system architectures result
from different strategies of integrating software and hardware
redundancy, together with some decision algorithms such as
voting, acceptance test and comparison [9,13,17].

Similar to Wattanapongsakorn et al. [16], we consider a
system where each subsystem is connected in series. Each
subsystem consists of both software and hardware compo-
nents. The software components are application software
modules, and the hardware components are processing
units (with operating system, disk, etc.) or network
elements. The systems that we model are series-parallel
fault-tolerant systems. The redundancy allocation problem
for series-parallel systems is known to be difficult (i.e., NP-
hard). Many researchers have proposed a variety of
approaches to solve this problem using, for example,
integer programming, dynamic programming, mixed in-
teger and nonlinear programming. Recent optimization
approaches [16,18-20] are based on heuristic search
algorithms (or meta-heuristics) such as simulated anneal-

ing, (GAs), and Tabu Search (TS). All of these approaches
were developed for either optimizing reliability for software
or hardware systems. Here, we consider systems consisting
of both software and hardware components.

Optimization models have been developed to select both
software and hardware components and redundancy levels
given a total system cost constraint. In the system, there are a
specified number of subsystems in series. For each sub-
system, there are several choices of heterogeneous hardware
and software components/versions to be selected. The system
is designed using components, each with estimated reliability,
but with known cost. Additionally, the variance or standard
deviation of the estimated system reliability is known or can
be approximated using standard statistical methods.

GAs are used as the optimization approach. The term
‘genetic’ derives from the roughly analogous natural
reproduction of new populations by crossover and muta-
tion operators. There are competitions among the popula-
tion; the stronger ones will survive to the next generation
and the weak ones will soon die out. GA is a heuristic
optimization model that has been applied effectively to
solve many difficult problems in different fields such as
scheduling, facility layout, and graph coloring/graph
partitioning problems. It is a stochastic algorithm with
performance depending on the solution encoding, crossover
breeding operator, elitist selection and mutation operator.

In Section 2, a description of the fault-tolerant system
architectures are presented. Section 3 presents the concept
of reliability estimation variability for each of the system
architecture models, including the higher-order informa-
tion of component reliability estimates. Section 4 presents
four optimization models to maximize reliability consider-
ing uncertainty. The first model does not consider
component redundancy, while the other three models each
do consider a specific fault-tolerant architecture type.
Section 5 explains the GA and its parameter settings. In
Section 6, the effectiveness of our optimization models
is demonstrated using numerical examples. Lastly, in
Section 7, the paper ends with a summary and conclusions.

1.1. Assumptions

1. Each software component, hardware component and
the system has 2 states: functional or failed.

2. Reliability of each software or hardware component is

unknown, but it can be estimated.

. There is no repair for each component or the system.

4. Hardware redundancy is in active mode (i.e., hot
spares).

5. Failures of individual hardware components are s-
independent.

w

1.2. Notation
X/i[j  system architecture X (NVP or RB) with i
hardware faults tolerated and ;j software faults
tolerated
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N number of subsystems within the distributed
system

m; number of hardware component choices available
for subsystem i

w; number of software versions available for sub-
system i

R estimated reliability of the distributed system

R; estimated reliability of subsystem i

IA?th.j estimated reliability of hardware component j for
subsystem i

ﬁsw,‘k estimated reliability of software component k for
subsystem i

Chw;  cost of using hardware component j for subsystem
i

Csw,  cost of developing software version k for sub-
system i

Cost  maximum allowable cost (constraint)

P, probability of failure of software version i (Q,, =
1 - Pv,-)

Py, probability of failure from related fault
between two software versions i and j (O, =

— Pry)

P, 1f Py, are the same for i/ and j, then Pn, = Py
(QVU - 1 TV)

Py probability of failure from some related fault

among all software versions, due to faults in
specification (Q, = 1—Pyy)
Py probability of failure of decider or
(Qa = 1-Pyg)
probability of failure of hardware component i
(Qn, = 1 — Py,). When only one hardware type is
used, Py, = P, and Oh, = On for all i

voter

2. Fault-tolerant system architectures to maximize
reliability

General fault-tolerant approaches considered in this
research are NVP and RB. Specifically, NVP/0/1, NVP/1/1
and RB/1/1 were considered. Fig. 1 depicts these general
fault-tolerant architectures.

2.1. N-version programming (NVP) architecture

N-version programming [9,13] consists of an adjudica-
tion module called a voter, and N independently developed
software versions, which are functionally equivalent. N is
usually an odd number. This NVP model is based on
the same concepts as N-modular redundancy (NMR)
[13], which is a hardware fault-tolerant architecture. In
the NVP model, all N software versions are executed
for the same task at the same time (i.e., in parallel), and
their outputs are collected and evaluated by the voter.
The majority of the outputs determine the voter decision.
Two subclasses of NVP architecture are discussed in
detail next.

NVP/1/1

C_J

Hardware error confinement area

C_J

Software error confinement area

B

Idle version

NVP/0/1

4 N\ [~ N
[l primary | |prlmary |]

[secondary| [secondary]|

@) =)

RB/1/1

Fig. 1. Fault-tolerant architectures: NVP/0/1, NVP/1/1 and RB/1/1 [9,13].

2.1.1. NVP/0/1 architecture

This model has zero hardware faults tolerated and a
single-software fault tolerated, as shown in Fig. 1. The
system architecture consists of three independent software
versions (components) running in parallel on a single-
hardware component. This system fails if one of the
following conditions is true: a single-hardware fault, at
least two out of three software version faults, a related fault
between software versions, faults from software specifica-
tion, and faults from the voting algorithm.

For one particular subsystem, the NVP/0/1 model
consists of three independent software versions running
on a hardware component. All conceivable system states
where the system has failed have been considered and
enumerated. Wattanapongsakorn et al. [16] enumerated all
possible failure conditions for a specified subsystem design
to generate an equation for the probability that an
unacceptable result occurs during a single-task iteration,
1—R; or P. This probability of failure for subsystem i is
given by

P =P, + Oy Prvs + Oy Oy Prvns
*+ Oy, Orvyy Orvys Pd + Ory ), Orv s Orvyy Qo Patl
+ Onjy Orvi3 Orvyy Qa Qan P
+ Ory, Oy Orvys Qa Qant On Py, Py,
+ Or, Orvys Orvys Q4 Qan On Oy, Pr, P
+ Oryv, Orvys Orvgs Qa Qait On Oy, Py Py

In practice, software versions may not have independent
reliability, which is a common if not always accurate
assumption in reliability analyses. They may not be
independent because of correlated failures caused by
system specification inadequacies and others. This is
accommodated in this equation by the Pry; and P, terms.

This equation for unreliability can be written more
compactly by redefining the reliability terms as reliability
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Table 1
a;, kij and hy; coefficients for NVP/0/1 unreliability
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I 1 0o 0 0 0 0 O 1 O 0O 0 0 0 0 0 1
2 1 0O 0 0 0 0 0 2 1 0O 0 0 0 0 0 1
3 1 o 0 0 0 0 0 3 2 0O 0 0 0 0 0 1
4 0 1 0 0 0 0 0 4 3 0O 0 0 0 0 0 1
5 0 o 1 0 0 0 0 5 3 1 0 0 0 0 0 1
6 0 0 0 0 0 0 1 6 3 1 1.0 0 0 0 1
7 0 o 0 1 1 0 0 7 3 1 1.0 0 0 1 1
8§ 0 o 0 0 1 1 0 8 3 1 1.1 0 0 1 1
9 0 o 0 1 0 1 0 9 3 1 1.0 1 0 1 1
“components”. The following equation provides the

unreliability for a specified subsystem with Pr,; = Py for
all i and j. a;, k;; and h;; values are presented in Table 1.

s 7
P:Z?(ail—!pj’rj’), (1)
= Jj=

where,

P = PrVIZ’ r = Qrvlz’
Py = PI"V13: r = Qrv13a
P3 = Prv,y, 13 = Qrv23a
p4=Pd9 r4=an

Ps = Pai, rs= 0y
p6:Pvla r6:Qvla
p7 = Py,, 77:Qv2=
p8=PV39 rSZva
Py = Pn, 19 =0,

s = number of additive terms when all failure probabilities
have been enumerated; s = 9 for
NVP/0/1 and 20 for NVP/1/1 architecture,
a; = integer coefficient,
ki = power coefficient for jth component
unreliability in the ith term,
hj; = power coefficient for jth component
reliability in the ith term,
p; = unreliability of jth component,
rj = reliability of jth component, p; + r; = 1 for all ;.
Eq. (1) is a general expression that can be adapted to
other fault-tolerant architectures by using the appropriate

a;, k; and h; values determined from enumerating the
failure probabilities.

2.1.2. NVP/1/1 architecture
This model consists of three independent software
versions, each running on a separate hardware component

as shown in Fig 1. Any hardware failure can cause the
associated software running on it to produce unacceptable
results. The system is functional if 2 out of 3 software
versions (on working hardware) are functioning. Failures
of a software version and an unrelated hardware compo-
nent (i.e., does not host the software version) causes system
failures.

Wattanapongsakorn et al. [16] enumerated all possible
failure conditions for a specified subsystem design to
generate an equation for the probability that an unaccep-
table result occurs during a single-task iteration, 1-R; or P.
The following equation predicts the probability of failure
for subsystem 7, and it pertains to the case where Prv,.j =P
for all i and j.

P =Py + O Prv+ 08 Py + Q) P
+ 02,04 Patl + Py, P, 0, 04 O
+ Py Py, 0,, 03,04Qun + Py, Py, 0, 03,04
+ Py, Pn, Py, O\, 0O\, vaQanth3
+ 08,04 Qun P, Py O, 0., (1 = Py, Pry)
+ Py, Pn Py Oy, Oy, 0;,040u Oh,
+ 0304 Qun Py P O, O, (1 = Py, Pyy)
+ Py, Py, P10, 0,, 05,0104 On,
+ 03,04 Quir Py Pry 04, Oy, (1 — Py, Py,)
+ Py, Puy 0y, 0y, 07, 0un Qu On, Oy
+ Py, Pn,0,,0,, 0;,0.104 Oh, O,
+ Py, Pn,0,,0,, 0;,0.104 Oh, O,
+ Py, Py, Oy, Oy, 07, Cut Qu On, O,
+ Py, Pn, 0y, 0,, 0;,0.104 Oh, O,
+ Py, Pn,0,,0,, 0;,0.104 Oh, O, -

An analogous, but more complicated, mathematical
expression can be developed when the Prv,-,- terms are
uniquely determined for each pair of software versions. In
practice, it is common and practical [12,13] to use a
common failure probability for each pair.

The unreliability of a specified subsystem (1-R; or P) can
also be represented by Eq. (1) for the case where Pry; = Pry
for all i and j, and Py, = Py, for all i. a;, k;; and h; for NVP/
1/1 architecture are listed in Table 2. The more compact
equation is a result of expanding terms, and then, grouping
together similar terms.

2.2. Recovery block (RB): RB/1/1 architecture

The RB model [9,13], as depicted in Fig. 1, consists of an
adjudication module called an acceptance test, and at least
two software components, called alternates. At the begin-
ning, the output of the first or primary alternate is tested
for acceptance. If it fails, the process will roll back to the
beginning of the process, and then, let the second alternate
execute and test its output for acceptance again. This
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Table 2
a;, kij and hy; coefficients for NVP/1/1 unreliability

Table 3
a;, kij and hy; coefficients for RB/1/1 unreliability

ki hz a;
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1 1 00 0 0 0 O0 1 0 00 0 0 0 O 1
2 1 00 0 0 0 0 21 00 0 0 0 O 1
31 00 0 0 00 3 2 0 0 0 0 0 O 1
4 0 1 00 0 0 0 4 3 00 0 0 0 O 1
50 01 0 0 0 0 5 3 1 0 0 0 0O 1
6 0 001100 6 3 1 1.0 0 0 0 1
7 0 o0 1 010 7 3 1 1.0 1 0 O 1
8 0 0001 1 0 83 1 110 00 1
9 0 001 0 0 2 9 3 1 1 0 1 1 1 1
10 0 00 0 0 0 2 10 3 I 1.0 0 1 1 1
11 0 00 1 1 0 2 11 3 1 1.0 0 1 1 -1
12 0 00 0 0 1 2 12 3 I 11 1 0 1 1
13 0 00 0 0 0 2 13 3 1 1 0 1 0 1 1
14 0 00 1 0 1 2 14 3 1 1.0 1 0 1 -1
15 0 00 0 I 0 2 15 3 1 11 0 1 1 1
16 0 00 0 0 0 2 16 3 1 1 1 0 0 1 1
17 0 00 0 1 1 2 17 3 1 110 0 1 -1
18 0 00 1 0 0 I 18 3 1 1.0 1 1 2 2
19 0 00 0 1 0 1 19 3 1 11 0 1 2 2
20 0 00 0 0 1 1 20 3 1 1 1 1 0 2 2

process continues until the output from an alternate is
accepted, or all outputs of the alternates have been tested
and fail.

The system consists of two hardware components, each
running two independent software versions; primary and
secondary. The primary version is active until it fails, and
the secondary version is the backup spare. Failure of the
system occurs when both versions fail, or both hardware
components fail. Wattanapongsakorn et al. [16] enumer-
ated all possible failure conditions for a specified subsystem
design (subsystem i) to generate the following equation for
the probability that an unacceptable result occurs during a
single task iteration, 1-R; or P.

P = Perz + Qr\/lde + Qrvlz QqPan + Qrvlz QanllPh1Ph2
+ Qrv12 Qanll(1 - Ph1Ph2)Pv1Pv2~

Like the other models, the unreliability can also be
represented by Eq. (1) for the case where Py, = P foralli
and j, and Py, = Py for all i a;, k; and h; for RB/1/1
architecture are listed in Table 3.

With these fault-tolerant architectures, we develop four
optimization models for fault-tolerant embedded systems
considering reliability estimates with uncertainty. Each
model has multiple objectives: (1) to maximize the system
reliability estimate and (2) to minimize the variance of the
reliability estimate. The two system-level objectives are
combined by penalizing the system reliability estimate
variance. The components, which are available for the
system design, each has reliability uncertainty expressed by
a reliability estimate variance. The variance can be
estimated using standard statistical methods derived from

(==
S oo = OO
_—_—0 O O O
_—_—0 O O O
S o oo oo
DO DO OO
_—— = —= O O
—_—_—— 0 O O
S o oo oo
S o oo oo
S o oo oo
S o oo oo
—_

the binomial distribution or non-parametric statistics, such
as Kaplan—Meier.

In the next section, we formulate equations for system
reliability estimate and variance for the reliability estimates
for the three system fault-tolerant architectures. These
equations are used in the four optimization models in
Section 4.

3. Reliability estimation variability

Usually the exact component unreliability, p; or
reliability, r;, are not known. They are estimated from life
test data or field failure records. The estimated p; or #; are
used to replace the true but unknown values in Eq. (1),

s 7
pP= Z (ai ﬁjlf!/ f;’!])
i=1 j=1
s 7
= Z (ai H(l - f/)kff fjl«l”). 2
i=1 j=1
Direct calculation of E[IA’] and Var(f’) is difficult using
Eq. (2). However, the equation can be re-arranged to
accommodate available methods from Jin and Coit [3].
Therefore, Eq. (2) has been rearranged by expanding the
(1 —fj)kf/ terms, and then, combining similar terms. In
practice, this is a very tedious process. This expansion
procedure is conducted automatically using Matlab code
based on the parameters in Tables 1, 2 or 3.

s 7 ! 7
P=7%" <a,- [Ta- f_/)k”f;1ij> => (b"Hf;U) )
i=1 .

j=1 i=1 j=1

where b; is the integer coefficient and ¢ is the number of
terms after expansion, ¢>s.

b; and n; are determined by grouping similar terms.
Tables 4-6 list all the expansion results.

From the tables, NVP/0/1, NVP/1/1 and RB/1/1 have
t = 24,97 and 25, respectively. Based on the coefficients 7,
b; and component reliability information, Eq. (3) can be
used to obtain the mean and the variance of unreliability,
P, as demonstrated by Jin and Coit [3]. The mean and the
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Table 4 Table 5
n; and b; coefficients for NVP/0/1 unreliability n; and b; coefficients for NVP/1/1 unreliability
n; b; n; by b;
i j=1 2 3 4 5 6 7 i j=1 2 3 4 5 6 7 i 1 2 3 4 5 6 17
1 0 0 0 0 0 0 0 1 10 o0 0 0 0 O 1 50 3 111 1 1 1 -1
2 1 0 0 0 0 0 0 1 2 1 00 0 0 0 O 1 51 3 11101 2 =2
3 2 0 0 0 0 0 0 1 3 2 o0 0 0 0 O 1 52 3 1 1101 3 1
4 3 0 0 0 0 0 0 1 4 3 00 0 0 0 0 1 3 3 1.1 10 0 2 =2
5 3 1 0 0 0 0 0 1 53 1 0 0 0 0 O 1 54 3 1 1 1 0 0 3 1
6 3 1 1 0 0 0 0 1 6 3 1 1.0 0 0 0 1 5 3 1 1 1 1 0 1 1
7 3 1 1 0 0 0 1 1 7 3 1 1.0 1 0 0 1 56 3 1 1 1 0 1 1 1
8 3 1 1 1 0 0 1 1 8 3 1 110 0 0 1 5 3 1 1 1 0 0 2 2
9 3 1 1 0 1 0 1 1 9 3 1 1.0 1 1 1 1 8 3 1.1 1 0 0 3 -1
10 1 0 0 0 0 0 0 -1 10 3 1 1.0 1 1 1 15 3 11111 2 =2
11 2 0 0 0 0 0 0 -1 11 3 1 1001 1 -1 60 3 1 1 O 1 1 3 =2
12 3 0 0 0 0 0 0 -1 12 3 1 1 1 1 0 1 1 66 3 1 1 1 1 1 2 =2
13 3 1 0 0 0 0 0 -1 13 3 1 1.0 1 0 1 1 62 3 1 1 1 0 1 3 =2
14 3 1 1 0 0 0 0 -1 14 3 1 101 01 -1 63 3 1 1 1 1 1 2 =2
15 3 1 1 0 0 0 1 -1 15 3 1 1 1 0 1 1 1 64 3 1 1 1 1 0 3 =2
16 3 1 1 1 0 0 1 -1 16 3 I 1 1 0 0 1 1 65 3 1 1 1 1 0 0 1
17 3 1 1 0 1 0 1 —1 17 3 1 110 0 1 -1 66 3 1 1 1 1 1 O 1
18 3 1 1 1 1 0 1 -1 18 3 1 1.0 1 1 2 2 67 3111 1 10 1
19 3 1 1 1 0 1 1 -1 19 3 1 1 1 0 1 2 268 3 1 1 1 1 1 2 2
20 3 1 1 1 1 0 1 -1 20 3 I 11 1 0 2 269 3 1 1 1 1 1 3 -1
21 3 1 1 0 1 1 1 —1 21 1 oo0o0o0O0OO0O -1 703111111 -1
22 3 1 1 1 1 0 1 1 22 2 oo0o0o0O0OO0O -171 311101 2 =2
23 3 1 1 1 1 1 1 1 23 3 oo0o0o0O0O0O -1 723 111U0T1 3 1
24 3 1 1 1 1 1 1 1 24 3 1 000O0O0O -1 733110112 =2
25 3 1 1.0 0 00 -1 74 3 1 1 0 1 1 3 1
26 3 1 1 1.0 0 0 -1 75 3 1 1 1 1 1 2 2
R 27 3 1P 10100 -1 76 3 1 1 1 1 1 3 -1
variance of unreliability, P, can be obtained as follows [3]: 28 3 111100 -1 773111111 -1
29 3 110110 -1 78 3 1 1 11 0 2 =2
! 7 30 3 111100 -1 79 3 1111 0 3 1
E[P1=> [ b: ][ EI771). 4 31 3 11 1010 -1 8 3110112 -2
i=1 j=1 32 3 1111 1 1 -1 8 3 1 1 0 1 1 3 1
33 3 1 10 1 1 2 =28 3 1 1 1 1 1 2 2
, 7 ; 34 3 1 1.0 1 1 3 1 8 3 1 1 1 1 1 3 -1
- 2n;; i\ 2 35 3 1101 12 -2 8 3 111111 -1
Var(P)= > b | [T EF"1-]] (E[’/U]) 36 3 1101 13 18 3111102 =2
i=1 i=C; Jj=1 37 3 1 11 0 1 1 1 88 3 1 1 1 1 0 3 1
t 7 7 38 3 1 1.0 1 1 1 1 8% 3 1 1 1 0 1 2 =2
+2 Z{ biby, (H EF - T] B E[frj’?’”f]) } 39 3 1100 1 2 28 3111013 1
i<m j=1 j=1 40 3 1 1001 3 -1 8 3 11111 3 2
41 3 111111 -1 9 3 1 1 1 1 1 3 2
(5) 42 3 11110 2 =291 3 1 1 1 1 1 3 2
. C g . . 43 3 1 1.1 1 0 3 1 92 3 1 1 1 1 1 2 2
Table 7 lists component reliability estimates or unrelia- 44 3 110102 -2 93 3 1 111 13 -1
bility estimate values. These data are selected directly from 45 3 110103 1943111112 2
Wattanapongsakorn et al. [16]. Eq. (4) and Eq. (5) can then 46 3 111101 19 3111113 -1
be used providing that higher moments of component 47 3 rror1r 11 193111112 2
reliability estimates are known or can be estimated. jg ; } i 8 i 8 § % o3 b3 -l

Without loss of generality, it is assumed that reliability
estimation is based on tests which can be represented as
independent Bernoulli trials. Then, applied binomial
distribution theory was used to estimate the higher
moments as demonstrated by Jin and Coit [3].

In practice, the variance estimates are an input to the
model and they can be obtained from any credible source
or statistical model. For our exploratory studies, compo-
nent variance was modeled by a variance-factor vector,

N=[N1, N2 M3, N4 Ms. Me N7]. A higher value of n;
corresponds to lower variance, according to Var(F;) =

Fi(1 —7;)/n;. When the data originates from a binomial
distribution, then m; is just the sample size. When the data
is non-binomial, the n; values are analogous to the sample
size. For that case, m; is a scaling factor that is used to
consider different uncertainty levels. For the examples
considered, design configurations can be determined for
different uncertainty levels by varying n. In Table 7, when
n=[4,2,2,4,3,6,6], the corresponding component reliability
estimate variances are presented in Table 7 as one example.
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To demonstrate the system variance estimation, we
provide several numerical examples. Table 8 lists six results
with respect to different component variance-factor vec-
tors. It can be observed that as component variances
become small, the overall variance of the system unrelia-
bility estimate P also decreases.

4. Optimization models to maximize reliability considering
uncertainty

In this section, four-optimization models are presented
for reliability of distributed systems. A distributed system,
shown in Fig. 2, consists of subsystems where software
components/versions are mapped (or distributed) to
various hardware components. We consider the system
having all subsystems connected in series. Each subsystem

has both software and hardware components. Each of our
optimization models allows different fault-tolerant archi-
tectures or component redundancy choices suitable for
different situations. The models are formulated as follows.

Model 1: Find the optimal set of software and hardware
allocations for all subsystems without redundancy. The
problem formulation is to maximize the system reliability
estimate, subject to a specified cost constraint, Cost. The
system has all subsystems connected in series. Each
subsystem reliability estimate is the product of a chosen
software version and a hardware component.

In practice, Model 1 can be considered as a special-case
or subset of the following Models 2 and 3. However, it is
presented separately to allow for more direct examination
of the specific benefits of fault tolerant architectures.

Formulation: Maximize the system reliability estimate,
adjusted by the variance of the reliability estimate, by

Table 6 choosing the optimal set of hardware and software
n;; and b; coefficients for RB/1/1 unreliability Components for each subsystem:
nij b; max  R(x,y) — )uVar(IAQ(X, Y))
i j=1 2 3 4 5 6 7 St

1 0 0 0 0 0 0 0 1 nom noowi

2 1 0 0 0 0 0 0 YD Crgxi+ Y ) Cay v <Cost,

3 1 1 0 0 0 0 0 1 i=1 j=1 i=1 k=1

4 1 1 1 0 0 0 0 1 mi

5 1 1 1 0 0 0 0 1

x; =1,

6 1 1 1 0 0 0 0 ~1 Zl v

7 1 0 0 0 0 0 0 -1 =

8 1 1 0 0 0 0 0 ~1 &

9 1 1 1 0 0 0 0 Y =1

10 1 1 1 0 0 0 1 -2 k=1

o L L xyef0,1), yy 0,1,

12 1 1 1 1 0 0 0 -1

13 1 1 1 0 1 0 0 —1

14 1 1 1 1 0 0 0 1

15 1 1 1 0 1 0 0 1 Table 8§

16 1 1 1 0 0 0 1 2 System unreliability metrics

17 1 1 1 0 0 0 2 —1

18 1 1 1 1 1 0 0 1 n P E[P] Var(P)
19 1 1 1 1 1 0 0 —1
20 1 1 1 1 0 0 1 -2 [1,1,1,1,1,1,1] 0.05571 0.03716 0.03578
21 1 1 1 1 0 0 2 1 [2,2,2,2,2,2,2] 0.05571 0.06317 0.02801
22 1 1 1 0 1 0 1 -2 [6,4,2,2,4,3,6] 0.05571 0.06188 0.01441
23 1 1 1 0 1 0 2 1 [12,8,4,4,8,6,12] 0.05571 0.05925 0.00714
24 1 1 1 1 1 0 1 2 [8,8.8,8,8,8,8] 0.05571 0.06068 0.00777
25 1 1 1 1 1 0 2 —1 [12,12,12,12,12,12,12] 0.05571 0.05925 0.00521
Table 7

Parameters and definition of component’s variance of reliability estimate when n = [6,4,2,2.4,3,6]

Unreliability estimate Reliability estimate

Variance of component reliability estimate

Py, = 0.004 0,, = 0.996
Py =0.02 0, =098

Py = 0.005 0,1 = 0.995
P, = 0035 0,, = 0.965
P,, =0.046 Q,, = 0.954
P,, =0.09 0,, =0910
Py =0.03 Oy = 0970

Var(Py,) = Var(Q,,) = (P X 0,)/M; = 0.000664
Var(Pq) = Var(Qy) = (Pa x Qg)/M, = 0.0049
Var(Pyn) = Var(Q,y) = (Pan X Qu)/M3 = 0.0024875
Var(P,)) = Var(Q,,) = (P, x Q,,)/n = 0.016
Var(Py,) = Var(Q,,) = (Py, x Q,,)/ns = 0.012
Var(Py,) = Var(Q,,) = (Py; x Q,,)/ne = 0.03
Var(Pn) = Var(Q,) = (Pn x 0y,)/n; = 0.004
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Fig. 2. Distributed system example.

where

n

Mwﬂ
H (Z Z’: fehwf’/ Ry xgy ik> ) (6)
k=1

i(x,y))

VdI' R(X y) = H Vdr R(X y) +R(X y) )
— H R (X, y) (7
Var(f(,-(x, y) = (Var(Rhw,-) + f{iwi)
(Var(Ru) + B,,) = (RnwiRor))s ()

wi

Rhw = E Rhwl/xy, sw; — E st,ky,ka

j=1 k=1
mj

Var(RhWI.) = E Var(RhWij)x,-j,
j=1
w;

Var E Var swi y,,c,

X21, X22,...),

s Vals V22 -+ )

X = (X11, X12, ...,
Y= Vi -

1 if hardware component j is selected for module i,
X5 = .
v 0 otherwise,

1 if software component k is selected for module i,
Yk =0 otherwise,

The design objective is to identify solutions with very
high reliability, but also with a low reliability estimate
variance. This is accomplished by penalizing the objective
function. A is a tunable parameter based on a system
designer’s tolerance for risk, i.e., actual reliability deviation
from the estimate. By penalizing the variance, the final
solution represents a compromise between high reliability
and low variance.

Model 2: Find the optimal set of software and hardware
allocations for all subsystems (with or without NVP/0/1
redundancy). This, and the following models, are suited for
systems that handle more critical tasks and may require
redundancy. The problem formulation for this model is the
same as in the previous model, except that each subsystem
may selectively use NVP/0/1 redundancy allocation as its
reliability estimate and variance of reliability estimate,
calculated according to the NVP/0/1 redundancy config-
uration. The parameters considered for the reliability of the
NVP architecture are available as component reliability
estimates and variances of those reliability estimates.
Each allocated software version is allowed to have a
different reliability estimated value, unlike several pro-
posed models where all of the software versions have the
same reliability value.

Formulation: Maximize the system reliability estimate,
adjusted with the variance of the reliability estimate, by
choosing an optimal set of hardware and software
components for each subsystem by:

max ]AQ(X, y) — AVar (IAQ(X, y))
S. t.

w;

Z Z ChWt/xl/ + Z Z Cswky,k<Cost

i=1 j= i=1 k=

E xi =1,
=1
v

Zyik —2z;=1,
k=1

X;‘/G{O,l}, yike{oal}: Zl'E{O,l},
where
Rx,y) = [[(Ri(x. ),

i=1
Var(R(x,y)) is from Eq.(7),

m; wi

R( ) 231; Rhw” gwlkxljy,k if z;=0,
X, y) = /=

1 — P(Pis from Eq. (4) and Table 4) if z; = 1,
. from Eq. (8) if z; =0,
Var(Ri(x,y)) = )
from Eq. (5) and Table4 ifz; =1,

x;; and yy are defined as in Model 1. z; is a 0-1 decision
variable. If z; is equal to 0, no redundancy is used, and
Model 2 is the same as Model 1. If z; is equal to 1, three
software components are selected as part of the NVP/0/1
architecture.

Model 3: Find the optimal set of software and hardware
allocations for all subsystems (with or without NVP/1/1
redundancy). This model extends Model 2, but instead of
zero hardware faults tolerated, it has a single hardware
fault tolerated.
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max fi’(x, y) — 4 Var (IAQ(X» Y))

S. t.

n mj n wi

Z Z Chwy Xij + Z Z Cowikyy < Cost,
=1 j=1

i=1 k=1

mj
inj — 22,’ = 1,
j=1
w;

> ya—2z=1,
k=1

x,-jxl-l :0 v i,j,l (/#l),

Xij € {O’ 1’2’ }’ Jir € {O’ 1}: Zi € {07 1}a
where
Rx,y) = [[(Ri(x. ),
i=1
Var(R(x,y)) is from Eq.(7),
R Z ZI RhW,‘ijW,'kxijyik lf Zi = 0,
Ri(x,y) = ¢ /=14
1 — P (Pis from Eq. (4) and Table (5) if z; =1,
from Eq. (8) if z; =0,

from Eq. (5) and Table (5) if z; =1,

Var(Ri(x,y)) = {
z;and y; are defined as before. For this model, x;; is defined
as the number of hardware components selected. If
redundancy is to be used, there will be multiple software
components each installed on a distinct hardware compo-
nent. The software components are required to be
different, but the hardware components will be of the
same type, but that type is selected from m; available
options. The additional constraint (x;; x; = 0) assures that
only one hardware type will be selected.

Model 4: Find the optimal set of software and hardware
allocations for all subsystems (with or without RB/1/1
redundancy). This model is also based on Model 2, but
captures optimization for the Recovery Block architecture.

max  R(x,y) — 4 Var(f?(x, y)

S. t.

n m; noow;

i=1 j=1 i=1 k=1
m;

le‘j —Zi= 1,

=1

wi

Zyik —n=1
k=1

XijXil =0V iyjsl (]7él)9

xlj € {05 1525"'}’ ylk € {O’ 1}5 zZi € {05 1}7

where

n

]’é(X, y) = H (R,‘(X, Y)) 5

i=1

Var(f?(x, y)) is from Eq.(7),

mi wi N )
A > > Riw Rowyxiyyy if 2 =0,
Ri(x,y) = ¢ /=1k=1

1 — P (Pis from Eq. (4) and Table (6) if z; = 1,

from Eq. (8) if z; =0,

from Eq. (5) and Table (6)

Var(f?,»(x, Y)) = { ifzi=1

5. Genetic algorithm solution methodology

GA was used to determine recommended solutions to
the problem. GA is a heuristic search algorithm. As a
heuristic, it can not guarantee optimality, but it has been
demonstrated to yield optimal and near-optimal solutions
for many diverse problem domains.

GA requires that the system design (phenotype) be
encoded as a solution vector (genotype). Then, genetic
operators (crossover, mutation) are applied over successive
generations until the GA converges to a solution, or a pre-
determined maximum number of generations is reached.

5.1. Encoding

For an embedded hardware and software system with n
subsystems connected in series, the string encoding can be
represented as

HS1|HyS5|H3S3] ... |H),S),

where H;, with 0<<i<n is the selected hardware component
for subsystem i, and S, is the selected software component/
version for the specified subsystem.

Suppose we have m choices of hardware components and
w choices of software components/ versions for each
subsystem.

Model 1: Hicanbe 1,2, ..., mand S;canbe 1, 2, ..., w.

Model 2: H;canbe 1,2, ..., mand S;canbe 1, 2, ...,

w!
L2, ),
» & ’<W+3z(w—3)!>

If NVP/0/1 redundancy is selected for the subsystem,
three different software versions and one hardware
component are chosen. Different combinations of software
choices are considered as different design alternatives as in
the following example. Consider the following example
with four different software versions available for a
subsystem.

Let 1/2/3/4 = choose software version 1,2,3,4 individu-
ally

5 = choose software version 2,3,4 (software version 1 is
not chosen),
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6 = choose software version 1,3,4 (software version 2 is
not chosen),
7 = choose software version 1,2,4 (software version 3 is
not chosen),
8 = choose software version 1,2,3 (software version 4 is
not chosen).

Model 3 is similar to Model 2 in the sense that the
number of component choices is the same. H; can be 1, 2,
..., mand S; can be

w!
L2, .. _w ),
RN (W+3!(w—3)!>

However, with NVP/1/1 redundancy selected for the
subsystem, three different software versions and one
hardware type (three identical hardware components) must
are chosen.

For Model 4, H; can be 1, 2, ..., m and S; can be

w!
L2, ..., — .
: (W o= 2)!)
If RB/1/1 redundancy is selected for the subsystem, two
different software versions and one hardware type (two
identical hardware components) must be chosen.

5.2. Initial population

The initial population was selected by randomly
generating a set of chromosomes consisting of genes. Their
fitness value was computed according to the fitness
function.

5.3. Selection

The chromosomes or population are sorted by their
fitness values. The top 85% of the population with high
fitness values are selected for the crossover process.

5.4. Crossover

We randomly select two systems or chromosomes from
the current population for crossover, to produce two new
chromosomes. Then, one subsystem is selected, and the two
solutions exchange subsystem design information. The
crossover positions P1 and P2 are labeled with bold font in
the following example.

Example: (P)12[13]11]34,
(P2)11]23]35|44.

Random subsystem = 3.
Results: 121133534,
11]23]11]24.

We select the highest 15% of the population with the
maximum fitness values from the current population and
combine them with the best 85% from the crossover

operator results to form the population for the next
generation.

5.5. Mutation

The mutation operator is defined as follows. First, the
current population is sorted by fitness values. Then, each
chromosome in the generation except the best 5% is
mutated with a selected mutation rate which is usually
selected to be less than 10%. The chromosomes resulting
from mutation are combined with the current population
generation.

5.6. Penalty function

A dynamic penalty function [21] was used to enforce
feasibility, i.e., system cost constraint is satisfied. It is an
effective approach to deal with constrained problems. It is
applied to the selected chromosomes that violate the
constraint (i.e., infeasible solution). For example, if the
system cost is not greater than the Cost constraint, no cost
penalty is applied. Otherwise, the cost penalty would be
applied to the objective function. By doing this, the selected
infeasible solution search space is explored and considered
as local or temporary solutions which may lead to finding
good feasible solutions. As the search progresses, the
constraint violation penalty increases so that, by the end of
the search, only feasible solutions are left. Details of the
penalty function are given in Coit et al. [21].

6. Numerical example

The problem originally solved by Wattanapongsakorn et
al. [16] was used to provide an example problem consider-
ing the reliability estimate and variance of the reliability
estimate as multiple objectives. This example reliability
optimization problem is a series system with six subsystems
having n = 6, m; = 3, and w; = 4. As an extension of the
previous work, the known component reliabilities used in
the previous paper are now considered as reliability
estimates with an associated variance. The component
costs are unchanged and considered in this optimization
problem. Table 9 shows the reliability estimate and its
variance as well as the cost of all the available components.

We apply this input data to optimize the four-optimiza-
tion models with various system design cost constraints of
180, 320, 460, and also, with an unlimited cost constraint.
The variance penalty value (1), was set to 1.0 for all cost
constraints, except when the system design cost constraint
was 460 where A was varied (A = 0.1, 1, 2, 3, 4, 5 and 10).
Other design considerations are failure correlations/depen-
dencies which are Py, = 0.004 for all i and j, P, = 0.005
and Py = 0.002. Their corresponding variance-factors (1)
are all equal to 20. In a few seconds of simulation time, we
obtain the GA results from our four optimization models
as presented in Tables 10-13.



N. Wattanapongskorn, D.W. Coit | Reliability Engineering and System Safety 92 (2007) 395-407 405

From the GA results presented in Table 10 at various
system cost constraints, we can see that with no cost
constraint, each model can offer the highest system
reliability estimate and the lowest variance of the reliability
estimate compared to all the solutions with cost con-
straints. With a very tight cost constraint (Cost = 180), the
best possible solutions are not as good as when the cost
constraint is relaxed to 320 or 460. Models 2—4 cannot find
solutions with component redundancy and still satisfy the
constraint; thus, resulting in the same solution as obtained
by Model 1. The selected component allocations are
depicted in Table 11. A “better solution” means the
solution has higher reliability estimate and lower variance
of the reliability estimate.

Table 9
Available components and their parameters

Hardware Software

Model 1 (with no redundancy) offers system reliability
estimate equal to 0.771324 and its variance equal to
0.057973 at cost constraints 320, 460 or unlimited. With
available component redundancy, Models 2—4 finds better
solutions than those offered by Model 1, resulting in higher
system reliability estimates and lower variances. For
certain cost constraints, Model 4 (with RB redundancy)
offers the best results compared to those offered by the
other models.

The corresponding cost for each component allocation
result is displayed at Table 12. Each solution cannot have a
system cost that exceeds the constraint. Compared to all
the models with no cost constraint, Model 3 with NVP/1/1
redundancy offers its solution (with cost of 8§10) which is
much more expensive because more resources are required.

To see the effect and relationship of system reliability
estimate and its variance, the variance penalty, A, was
changed to vary the relative importance of minimizing
variance, i.e., uncertainty. The objective remains to find the
best solution with the highest reliability estimate and the

i) Cny Ry Variance- (i, k) Cw, Ry Variance- lowest variance of the reliability estimate, but the relative
factor ny factor ny importance of the variance is changing.
1 00 0995 4 1 300 0950 3 The value of A was varied, i.e., A =0.1, 1, 2, 3, 4, 5 and
12 100 0980 5 12 100 0908 2 10. Greater variance penalty indicates a higher effect to the
13 100 0.980 4 13 20.0 0908 4 obtained solutions, since a larger value is subtracted from
14 30.000950 2 the objective function to be maximized. Table 13 presents
21 300 0995 2 21 300 0965 1 . .
2 200 0995 3 2 200 0908 3 the GA results obtained for all the models with cost
23 100 0970 1 23 100  0.887 3 constraint 460 at each A value. As expected, each model
24 200 0908 2 offers its highest system reliability estimate when variance
2 gg:g g:gg;‘ ? 2 gg:g g:g;i T penalty is the lowest at 0.1. However, the corresponding
33 100 0.992 2 33 20.0 0860 2 variances of the I'elldblllty estimates are relatively hlgh
34 300 0954 3 With a higher variance penalty, each model tends to seek
41 300099 2 41 2000950 1 solutions with smaller variances of the reliability estimates,
42 10.00.980 4 42 10.0-0.908 2 but at the same time, unavoidably causing the system
43 100 0985 1 43 200 0910 3 ’
44 200 0950 7 reliability estimates to be lower. This dependent relation-
51 300 0995 3 51 300 0905 2 ship of reliability estimate and its variance is very
52200 0980 10 2. 200 0967 8 interesting and meaningful. Different solutions or system
53 300 0995 1 53 100 0967 1 . . . .
51 300 0905 5 designs are preferred when the decision-maker is more risk-
61 300 0998 3 61 100 0908 1 averse, i.e., desires to avoid uncertainty. For some system
62 200 0995 4 62 30.0 0968 2 design problems, where uncertainty can not be tolerated,
63 200094 2 63 2000968 3 we have to compromise by accepting lower reliability
64 200 0955 2 .
estimates.
Table 10
Results from GA with 2= 1.0
Model Estimate Cost = 180 Cost = 320 Cost = 460 Cost = Unlimited
(1) No Redundancy E[fg(x)] 0.634367 0.771324 0.771324 0.771324
Var(R(x)) 0.085324 0.057973 0.057973 0.057973
(2) NVP/0/1 E[fg(x)] 0.634367 0.768547 0.815997 0.822285
Var(R(x)) 0.085324 0.032869 0.027585 0.024927
(3) NVP/1/1 E[fg(x)] 0.634367 0.796081 0.810220 0.845683
Var(R(x)) 0.085324 0.056880 0.025897 0.018535
(4) RB/1/1 E[R()] 0.634367 0.864831 0.909946 0.914409
Var(R(x)) 0.085324 0.019187 0.006175 0.005879
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Table 11
Component allocations for the results shown in Table 10
Subsystem 1 Subsystem 2 Subsystem 3 Subsystem 4 Subsystem 5 Subsystem 6
HW SW HW SW HW SW HW SW HW SW HW SW
Cost = 180
Models 1-4 2 2 3 3 1 1 2 4 2 3 2 3
Cost = 320
Model 1 1 1 2 1 1 1 1 4 1 2 2 3
Model 2 2 1,2,4 2 1,2,3 1 1 2 4 1 2 2 3
Model 3 1 1 2 1 1 1 3 1,2,4 1 2 2 3
Model 4 2 2,3 2 2,3 1 1 2 2.4 2 2,3 2 3
Cost = 460
Model 1 1 1 2 1 1 1 1 4 1 2 2 3
Model 2 1 1,2,4 2 1,2,4 1 1 1 1,34 1 2 2 2,34
Model 3 2 1,2,3 3 1,2,3 1 1 3 1,2,4 1 2 2 1,3,4
Model 4 2 1.4 2 1,3 1 1.4 2 1.4 2 2,3 2 3,4
Cost = Unlimited
Model 1 1 1 2 1 1 1 2 4 1 2 2 3
Model 2 1 1,3,4 2 1,2,4 1 1,2,4 1 1,3,4 1 2,34 2 23,4
Model 3 1 1,3.4 3 1,2,4 2 1,2,4 3 1,3.4 3 2,34 2 2,34
Model 4 1 1.4 2 1,2 1 1.4 2 1.4 1 2,3 2 2,3
Table 12
Costs of the solutions at various cost constraints
Model Cost constraint
180 320 460 Unlimited
1. No redundancy 180 290 290 290
2. NVP/0/1 180 320 460 570
3. NVP/1/1 180 320 460 810
4. RB/1/1 180 320 460 540
Table 13
Results from GA with various variance penalty at Cost = 460
A Estimate Model 1-—no redundancy Model 2—NVP/0/1 Model 3—NVP/1/1 Model 4—RB/1/1
0.1 E[R(x)] 0.772099 0.820891 0.818733 0.909946
Var(R(x)) 0.060387 0.050840 0.028837 0.006175
1 E[R(x)] 0.771324 0.815997 0.810220 0.909946
Var(R(x)) 0.057973 0.027585 0.025897 0.006175
2 E[R(x)] 0.771324 0.815997 0.810220 0.909946
Var(R(x)) 0.057973 0.027585 0.025897 0.006175
3 E[R()] 0.771324 0.813901 0.810220 0.909946
Var(R(x)) 0.057973 0.026650 0.025897 0.006175
4 E[R(x)] 0.771324 0.813901 0.810220 0.908700
Var(R(x)) 0.057973 0.026650 0.025897 0.005863
5 E[R(x)] 0.771324 0.813901 0.810220 0.908700
Var(R(x)) 0.057973 0.026650 0.025897 0.005863
10 E[R(x)] 0.707602 0.813901 0.805867 0.908700
Var(R(x)) 0.047696 0.026650 0.025097 0.005863

7. Summary and conclusion

form of reliability estimates and variance of the reliability
estimate. The system design objectives are to maximize the

This paper analyzes and identifies system design choices system reliability estimate, and at the same time, minimize
when component reliability information is available in the  the associated variance. These multiple objectives are in
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contrast to one another. When one objective is more
important than another one, generally a distinct design
choice is suggested. Therefore, the system design decision
depends on the degree of importance of minimizing
estimation uncertainty.

This is the first time that a technique is proposed to
optimize reliability of system considering reliability estima-
tion uncertainty using multiple software versions with
different reliabilities and correlated failures. The correlated
failures that we consider are from related faults between
two software versions (Prv,./.), related fault among all
software versions (P,), and decider or voter failure (Pjy).
The reliability optimization of redundant systems consists
of realistic assumptions of failure correlation between/
among software versions.

Four practical optimization models are provided for
embedded system design considering no redundancy
(Model 1) and with redundancy using NVP architectures
(Models 2 and 3) and RB architectures (Model 4). A GA
with dynamic penalty function was successfully applied to
solve our case-study optimization problem, providing
satisfying results.
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